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Introduction



We are a PricewaterhouseCoopers specialist team comprised of
150+ technology specialists globally. Our team are cross discipline
and cross industry, and mainly provide services to assurance,
regulatory, and forensic engagements.

Regulatory and Accounting Analytics Group

1 - Introduction

Capabilities Credentials Industries

PricewaterhouseCoopers

1. Data Mining

2. C.A.A.T’s

3. Continuous Monitoring

4. Forensic Investigation

5. Regulatory Analytics
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Capabilities

1. CPA , CISA, CIA

2. MCSD, MCDBA, Oracle
DBA

3. CFA

4. CFE

5. MBA & PHD

Credentials

Banking & Insurance

Healthcare and Life
Science

Law and Litigation

Retail and Consumer

Technology

Industries



For the last three years (2007-2009), the top three areas of considered by
Internal Audit departments to need improvement, from a skillset perspective
were*:

1. Computer Assisted Audit Techniques

Trend is a Continued Focus on Data Mining by Internal Audit

1 - Introduction

PricewaterhouseCoopers

1. Computer Assisted Audit Techniques

2. Data Analysis Tools – Statistical and Data Manipulation

3. Continuous Auditing

Results were consistent across size of respondent and industry, with the
above occupying values being in the top 5 in all sizes\industries.

* Based on Protiviti 2010 Survey
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What Software Tools are being used?

1 - Introduction

Do you use software for extraction and

Although there is a focus on DM skill sets, the type of tools being used vary.
One third of respondents are not using Data Mining in any form.

PricewaterhouseCoopers

Source: Based on GAIN 2009 IT Benchmarking Survey
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Do you use software for extraction and
analysis?

Yes 63.0 %

No 32.6 %

Na 4.3 %



Data Mining Basics



• Computer Assisted Audit Techniques (CAATS) are ways in which the
auditor may use a computerized information system to gather or assist in
gathering audit evidence

− Integrated Test Facility (ITF)

− System Control Audit Review File (SCARF)

What is Data Mining?

2 – Data Mining Basics

PricewaterhouseCoopers

− System Control Audit Review File (SCARF)

− Snapshot

− Parallel Simulation 

• Data Mining is a subset of CAATS, and is focused on testing and
monitoring of risk through the use of data analysis techniques.
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Data Analysis Techniques Pyramid

Data mining can be thought of in three distinct categories, based on the type of
question\risk you are addressing. In general terms:

When risk can be defined by an attribute and pattern, which is the majority of testing, data
querying is sufficient. Statistical techniques take precendence , when attributes are
known, but patterns are not. Knowledge Discovery and Data Mining are used when both
are not known.

2 – Data Mining Basics

PricewaterhouseCoopers

KDD

Statistical

Data Query

(ACL, SQL, IDEA, etc)
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Data Querying is used when the auditor is seeking an answer to a specific
question or risk. This is used when both the attribute (a trait or value) and
pattern (relationship) is known. Questions such as:

• Do front office personnel have access to my GL?

• What percentage of my level 1 equity have zero\stale price?

Data Querying

2 – Data Mining Basics

PricewaterhouseCoopers

• What percentage of my level 1 equity have zero\stale price?

• Does my position and balance system reconcile to my custodian(s)?

Example Tools

• ACL, IDEA, MS Excel, Access, RDBMS
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Statistical analysis overlaps heavily with data querying, and is best used to
obtain information about the population. Using our previous metaphor, this is
used when the attribute (a trait or value) is known but when the pattern
(relationship) is not known or proven.

Questions such as:

Statistical Analysis

2 – Data Mining Basics

PricewaterhouseCoopers

• Is there a correlation of better price or better execution between trades
executed through X entity versus Y entity?

• Based on black scholes inputs, what positions are outliers based on
attributes those?

• Predicting and establishing thresholds and limits for capacity or trading
volume based on ANOVA (analysis of variance)

Example Tools

• SAS, Matlab, RDBMS
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KDD is used when neither the risk is known, but neither the attribute nor
pattern is known. Technically, KDD techniques use some form of machine or
automation to discover patterns within the data. It is the least mentioned in IA
literature, and techniques designed are proprietary to the IA departments
using them.

Questions\Objectives such as:

Knowledge Discovery and Data Mining

2 – Data Mining Basics

PricewaterhouseCoopers

Questions\Objectives such as:

• What are potentially fraudulent entries in my general ledger?

• Identify duplicate payments to vendors with similar name and addresses

• Identify credit card transactions that pattern wise, have a high fraud rate

Example Tools

• IBM Data Miner, Clementine, TBD
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Key Benefits and Challenges for using Data Mining

Benefits

• Remove sampling risk by gaining audit
coverage over100% of population

• Increase independence from Information
system functions (developers, technology

Challenges

• First year costs can be higher than a manual
test

• Auditor needs a strong understanding of the
operation, financial or technology supporting

2 – Data Mining Basics

PricewaterhouseCoopers

system functions (developers, technology
administration)

• Decreased cost over time due to reusability

• Provide real-time audit opinions

• Efficiently test certain assertions such as
completeness and accuracy

operation, financial or technology supporting
the data

• Perception by information providers that data
cannot be extracted or used.
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Acquiring Data



The data request, more than any other single factor, determine the success or
failure of a data mining test.

Before making the request, consider the following:

• Source – Report vs Database vs Extract

Data Acquisition – Acquiring Data

3 – Acquisition and Analysis Techniques

PricewaterhouseCoopers

• Source – Report vs Database vs Extract
• Time period
• Format
• Size of Request
• Target Platform
• Confidentiality
• Control Total\Validation Reports
• Method of Transfer
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Data Acquisition – Sample Request

3 – Acquisition and Analysis Techniques

PricewaterhouseCoopers Slide 16
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Data Acquisition – Sample Request

3 – Acquisition and Analysis Techniques
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Data Acquisition – Sample Request

3 – Acquisition and Analysis Techniques
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Generally, ASCII text is a universal common denominator for most systems*.
Basic options include:

• Fixed Width vs Delimited

• Text Qualifier

Data Acquisition – Plain Text - Common Formats

3 – Acquisition and Analysis Techniques
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* Mainframe can present unique obstacles due to packed fields, and data conversion issues.

However, if the source system can target your analysis platform, then that
can save you time and effort



Data File Formats - Delimited
Special characters called delimiters are used to separate each field. Common characters are: comma, tab, semicolon, carat (^),
tilde (~), and pipe (|). The character used as the delimiter cannot be in the data itself. Fields that were data type character in the
source system are often in quotes while numeric fields are not.

Data File Formats – Fixed

Every field has a predetermined length. Fixed length files must be accompanied by a record layout indicating the start position
and length for each field. Headers and other information can be included in the data file as long as the detail lines are clearly
recognizable.

3 – Acquisition and Analysis Techniques

PricewaterhouseCoopers

Data File Formats – Flat/Report/Print

Also called a “print to unconverted text” or “report spooled to file ” or “an ascii report”. A flat file usually includes headers, footers,
page numbers, etc. The data in these files is often overlapping to the point that a special utility such as Monarch must be used to
get the data out.



Data Acquisition – Sample Data Extract
Fixed Width Intelligent Field

3 – Acquisition and Analysis Techniques
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Data Acquisition – Sample Report – Structured Data

3 – Acquisition and Analysis Techniques

PricewaterhouseCoopers
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Monarch is Windows-based ‘Report Mining’ software that easily extracts data
from existing reports produced by any information system, along with easy
data analysis, graphing, and exporting of data to other applications such as
Excel and Access.” (monarch.datawatch.com)

Data Acquisition - Monarch

Monarch template: used to extract fields from a report. Monarch
provides four template types:

3 – Acquisition and Analysis Techniques

PricewaterhouseCoopers
October 25, 2011
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1 - Detail

2 - Append (similar to Header in ACL)

3 - Footer

4 - Page Header

Monarch Trap: Combination of the templates below can be saved as a
single Trap that can be reused on a similar file.



Other considerations:

− Repeatability of tests – structure extract to be repeatable

− Impact on production environment, especially transaction systems

Data Acquisition – Acquiring Data

3 – Acquisition and Analysis Techniques

PricewaterhouseCoopers

− Impact on production environment, especially transaction systems

− Effort required to obtain data

− Accessing read-only version of production
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Analysis Techniques



Data Mining provides a means of adjusting the auditors initial approach and
react to findings real time.

Basic Steps

We will use ACL as an example, but can be replicated with almost all analysis

Data Analysis– Analysis Techniques

3 – Acquisition and Analysis Techniques

PricewaterhouseCoopers

We will use ACL as an example, but can be replicated with almost all analysis
and Database tools.

• Statistics \ Profiling

• Stratification

• Summarization

• Pivot Tables & OLAP

• Sampling

Slide 26
October 25, 2011Analyzing Data to Increase Audit Efficiency



The STATISTICS command generates simple descriptive statistics for
numeric fields and date fields.

Tools  Analyze  Statistics

Data Analysis– Analysis Techniques

3 – Acquisition and Analysis Techniques
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The SUMMARIZE function is very similar to the GROUP BY clause in a SQL
statement. It aggregates a value, by a designated field.

Tools  Data  Summarize

Data Analysis– Analysis Techniques

3 – Acquisition and Analysis Techniques
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The CLASSIFY command is very similar to the SUMMARIZE command, but
can be used to summarize data on one key field only. It can, however
accumulate many numeric fields, just like SUMMARIZE.

Tools  Data  Classify

Data Analysis– Analysis Techniques

3 – Acquisition and Analysis Techniques
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The STRATIFY command summarizes numeric fields into specified intervals
(or buckets), and accumulates one or more numeric fields for each interval.

Tools  Data  Stratify

Data Analysis– Analysis Techniques

Command: (Prior to Stratification)

Command:

STRATIFY ON:

3 – Acquisition and Analysis Techniques
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STRATIFY ON:

Amount

MAX:

Max1

(output from STATISTICS)

MIN:

Min1

(output from STATISTICS)

TO:

Screen



The AGE command is used to produce aged summaries of the input data file.
Numeric fields can be accumulated for each age interval.

Tools  Analyze  Age

Data Analysis– Analysis Techniques

3 – Acquisition and Analysis Techniques
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Working with Multiple Data Sets

Performing a JOIN between two files in ACL is very similar to performing a JOIN between two tables using a
SQL Statement, or a basic vlookup in Microsoft Excel. The ultimate goal is identifying overlapping and missing
data between two data sets.

Data Analysis– Analysis Techniques

Join ACL Join Type SQL Join TypeJoin ACL Join Type SQL Join Type

3 – Acquisition and Analysis Techniques
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MATCH Inner Join

PRIMARY Left Outer Join

SECONDARY Right Outer Join

PRIMARY
SECONDARY

Full Outer Join

UNMATCHED
Left Outer Join (with <>
criteria)

MATCH Inner Join

PRIMARY Left Outer Join

SECONDARY Right Outer Join

PRIMARY
SECONDARY

Full Outer Join

UNMATCHED
Left Outer Join (with <>
criteria)



Regression Analysis – Swaptions

In general, it is used to model a response variable (Y) as a function of one or more driver variables. There are
two types, which is determined by the number of driver variables. A model using a single variable is called
“Simple Linear Regression while more than variable is called “Multiple Linear Regression Analysis”

Data Analysis– Analysis Techniques

3 – Acquisition and Analysis Techniques
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Data Analysis– Analysis Techniques

Regression Analysis

3 – Acquisition and Analysis Techniques
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Data Analysis– Analysis Techniques

Regression Analysis

3 – Acquisition and Analysis Techniques
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Tools of the Trade



Data Mining Tools and Software for IA

4 – Software and Tools

Tool Type Learning
Curve

Scalable CCM
Suite

Use
(H/M/L)

Microsoft Excel Spreadsheet Varies Low NA H

ACL Analysis Tool Beginner\Inter Medium Yes M

IDEA Analysis Tool Intermediate Medium Yes L

SAS Analysis Tool High Low Yes L

MS Access Database Beginner\Inter Low NA H
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RDBS (Oracle,
MSSQL, etc)

Database Intermediate High NA H

Crystal Reports Reporting Beginner NA NA M

4th Generation
Programming
Language

Programming
Language

High Low NA L

Clementine\
Enterprise Miner

Analysis Tool High Medium NA L



Case Studies and Recent Examples



Cases \ Examples

4 – Software and Tools

Social Network Fraud Vote Testing

Overview

A major Social Network Website , donates $25 million dollars to charities who receive the most votes from the user base. Prizes
range between $2.5 mn dollars and $50,000 dollars Larger charities were excluded (i.e. American Cancer Society) since this was
meant to help small charities grow and gain access to capital that they would normally have trouble attaining. Any charity could be
nominated, and so long as they received enough vote count.

As a side effect, organized members of society (globally) began attempting to influence the voting process. This included:

PricewaterhouseCoopers Slide 39
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As a side effect, organized members of society (globally) began attempting to influence the voting process. This included:

1) Organizing voters in third world countries to create profiles and vote for a certain charity

2) Electronic bots to automate voter registration and voting

3) [Censored]

Key Topics

a) What would be your approach?



Cases \ Examples

4 – Software and Tools

Social Network Fraud Vote Testing
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Cases \ Examples

4 – Software and Tools

Independent Price Testing

Overview

To independently validate tier 1 equity prices with prices from a real time feed system and a batch pricing system on an EOD
basis. Three sources are available:

(1) Reuters EIJ – Request-response pricing available from Reuters

PricewaterhouseCoopers Slide 41
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(2) Bloomberg - End of day batch file of all equities at close

(3) Positions and Balances System - File containing firm positions and prices.

Key Topics

a) How would a request-response mechanism affect your analytics?

b) What are the general steps you would need to execute this?

c) What tool would be ideal for this? How would you do it?



Cases \ Examples

4 – Software and Tools

Independent Price Testing
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Cases \ Examples

4 – Software and Tools

Independent Price Testing
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Cases \ Examples

4 – Software and Tools

DTCC Custodial Position Testing

Overview

To independently validate firm positions with balances at DTCC at EOD. Perform this on a real-time basis, on demand, without
knowledge or impacting operations and technology teams.

(1) DTCC API BAL– Daily positions file provided by DTCC, through FTP
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(2) Positions and Balances System - A batch end of day file that provides prices per ticker

Key Topics

a) The DTCC API BAL is a standard output file, and is not a data file. What techniques could you use to parse this file?

b) How would you automate the retrieval? Would ACL be able to do this?

c) Would you expect the total positions to tie?



Cases \ Examples

4 – Software and Tools

DTCC Custodian Testing
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Cases \ Examples

4 – Software and Tools

DTCC Custodian Testing
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Cases \ Examples

4 – Software and Tools

DTCC Custodian Testing

From an effort
perspective, this
program took
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program took
about 3 hours to
write. Monarch
is an alternative
to code, which
provides a GUI



Cases \ Examples

4 – Software and Tools

DTCC Custodian Testing \ Continuous Monitoring
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Cases \ Examples

4 – Software and Tools

Other Than Temporary Impairment\Underwater Analysis

Overview

To identify securities that are considered impaired. Impairment is defined when a security has been underwater (below book) by a
threshold percentage for more 25% than a consecutive 9 months period. This is a simple concept, but actually difficult for many
RDBMS developers. You have a single source file

(1) Security Position with Book Price and Market Value– Daily positions file provided by DTCC, through FTP
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(1) Security Position with Book Price and Market Value– Daily positions file provided by DTCC, through FTP

Key Topics

a) For RDBMS experienced individuals how would you code this?



Cases \ Examples

4 – Software and Tools

Other Than Temporary Impairment\Underwater Analysis

OTTI – in this client, stated that from an accounting standpoint that a security, if it was under book value by
more than 25% for at least 9 months consecutive, then it should be booked as impairment.
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Cusip Date (month)Book Market % of Book Value

00139#118 1 100 72 0.72

00139#118 2 100 71 0.71

00139#118 3 100 70 0.7

00139#118 4 100 60 0.6

00139#118 5 100 54 0.54

00139#118 6 100 52 0.52

00139#118 7 100 30 0.3

00139#118 8 100 50 0.5

00139#118 9 100 40 0.4

00139#118 10 100 10 0.1

00139#118 11 100 10 0.1

00139#118 12 100 20 0.2

No easy way to
compare that two
months are both
underwater (<75%
and consecutive)



Cases \ Examples

4 – Software and Tools

Other Than Temporary Impairment\Underwater Analysis

Cusip Date (month)Book Market % change

00139#118 1 100 72 0.72

00139#118 2 100 71 0.71

00139#118 3 100 70 0.7

00139#118 4 100 60 0.6

00139#118 5 100 54 0.54

00139#118 6 100 52 0.52

00139#118 7 100 30 0.3

00139#118 8 100 50 0.5

Use code to go row
by row to create
the below field.
This is inefficient
and slow, however.
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00139#118 8 100 50 0.5

00139#118 9 100 40 0.4

00139#118 10 100 10 0.1

00139#118 11 100 10 0.1

00139#118 12 100 20 0.2

and slow, however.

A sequence of 9
consecutive 1’s
means an OTTI.

Under Water Sequence

111111111111111111111111

111101110000000000011111



Cases \ Examples

4 – Software and Tools

FINRA OATS Reporting

“FINRA member firms are required to develop a means for electronically capturing and
reporting to OATS specific data elements related to the handling or execution of orders,
including recording all times of these events in hours, minutes, and seconds, and to
synchronize their business clocks.” – FINRA Order Audit Trail System
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Cases \ Examples

4 – Software and Tools

FINRA OATS Reporting – Continuous Auditing
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